Security Work Group
Of the
Nebraska Information Technology Commission
Monday January 26, 2004, 10:00 A.M. to Noon
Executive Building
Basement Conference Room
521 South 14™ Street
Lincoln, Nebraska

Agenda
(NETWORK SECURITY FOCUS)

. Vulnerability Testing

1. Results of January internal vulnerability scan

2. Timeframe for a follow-up External Intrusion Security Assessment (Phase II
automated vulnerability scan)

3. Review SAN Top 20 List (http://www.sans.org/top20/)

. Update on layered security strategy

. Discussion — Develop ground rules and minimum standards for network security
1. Virus protection

Patch updates

Checklist of unneeded ports and services

Registration of Wireless LANs

Options for maintaining virus protection and security patches

Nk

. Discussion — central notification of security threats
1. Which services to subscribe to?
2. Which ones to broadcast to agencies?

. Update on Other Security Initiatives

1. Directory Services Project

2. Disaster Planning / Continuity of Operations
3. Other agencies

. Future Topics

. Next Meeting Date
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